Abstract: In this paper, in order to improve the reliability of Ethernet communication, the effect of pulse disturbances on the communication quality of 100BASE-TX was evaluated experimentally. A relationship between the threshold level of Ethernet and disturbances affecting communication quality was revealed when the amplitude and width of the pulse disturbance were changed. A disturbance in which the pulse width was the same as 1 bit time of the signal degraded the communication quality the most. These findings should help in the effort to apply Ethernet to automotive area network.
Introduction
Automotive Ethernet has been attracting great attention in recent years. This is because Ethernet achieves faster communication than conventional means in automotive area network, such as controller area network (CAN) [1] . In addition, because Ethernet is already prevalent in local area network, it would be easy to introduce it into the automotive area network. At present, BroadR-Reach is being used as automotive Ethernet technology, and it has been standardized in 100BASE-T1 [2] .
Although high reliability and safety is needed in the automotive area network, the communication quality of high-speed Ethernet does not yet satisfy these requirements. Shielding the signal line is an effective method for improving the required reliability and safety. However, when taking the weight and the cost of a car into account, it is necessary to reduce the number of cables. Therefore, automotive Ethernet needs to be able to meet the reliability and safety requirements without shielding.
The purpose of this study is to clarify what is degrading communication quality and to improve the reliability of Ethernet in automotive application. The first step in this research focuses on the 100BASE-TX communication system, which is the most commonly used in 100 Mbps Ethernet technology.
In the conventional electromagnetic compatibility (EMC) test standard [3] and the previous study [4] for automotive application of Ethernet, only the radio frequency (RF) signal and the transient pulse are used as disturbances. However, the typical waveform of interference in an automotive environment is damped oscillation, which is usually generated by the switching operation of power electronics devices. Therefore, continuous pulse disturbances are considered in this paper.
Experimental injection of differential mode disturbances
In general, disturbances from power electronics devices are coupled with the pair of cables as the common mode in the system. The common mode can convert to the differential mode due to multiple imbalances in the system, and the differential mode disturbs signal communication.
The purpose of this paper is to examine how differential mode disturbances degrade the communication quality of Ethernet. Therefore, a differential mode disturbance is directly injected into a UTP cable. Pulse amplitude V p and pulse width t p are changed as parameters of pulse disturbances. Packet error rate (PER), which is measured with an Ethernet tester, is evaluated as the index value of the communication quality.
Injecting differential mode pulse disturbances
The epidermis of a UTP cable are peeled off, and a current probe (CT-6) is inserted via a 300 Ω resistor to inject disturbances. Fig. 1 shows a diagram and an equivalent circuit for the section where the disturbance is applied. The distances between the application point of the disturbance and the terminations are l 1 ¼ 150 mm and l 2 ¼ 750 mm.
The resistor is inserted to prevent a short circuit between differential lines. The differential impedance in the coupling circuit for applying the common mode disturbance is 240 Ω in the EMC test standards for automotive Ethernet [3] , so the resistance value is fixed at 300 Ω (slightly larger than 240 Ω). The resistance value 300 Ω is slightly larger than 240 Ω which is described in the EMC test specification for automotive Ethernet [2] .
Although the insertion impedance of the current probe is 1.1 Ω at 10 MHz and 1.3 Ω at 100 MHz, this impedance is ignored in the equivalent circuit shown in Fig. 1(b) . This is because the insertion impedance is considered to be sufficiently smaller than the impedance of the resistance for the isolation of two wires. 2.2 Effect of measurement system and pulse disturbance Signal amplitude is attenuated because of the insertion of a 300 Ω resistor between differential lines. The attenuated signal's amplitude can be calculated using the transmission line theory. In Fig. 1(b) , if the inserted resistor is assumed to be Z inp , the characteristic impedance of the transmission line of the left or right side from the connection portion of 300 Ω and current probe is assumed to be Z 1 or Z 2 , and the parallel impedance of Z inp and Z 2 is written as (Z inp == Z 2 ), the voltage transmission coefficient À t at the connection part is obtained as in the Eq. (1).
Since the differential line is terminated in the equivalent circuit, reflection at both ends can be ignored. Therefore, À t is obtained as 6 7 . Fig. 2(a) shows a comparison between the actual measurement results with and without the insertion of the 300 Ω resistor. With the insertion of the resistor, the amplitude of the Ethernet signal is 0.89 V. Therefore, the validity of À t ¼ 6 7 obtained from Eq. (1) is deemed valid. The injected pulse shown in Fig. 2(b) has a pulse amplitude of about 290 mV, a pulse width of 10 ns, rise and fall times of 2.5 ns and a frequency of 1 MHz. Fig. 2(c) shows typical signal waveforms with or without a disturbance pulse.
Measurement detail in Ethernet tester
The Ethernet Tester used to measure the PER has two ports, Port A and Port B. The PER is obtained by comparing the signal generated from one port and the signal received by the other port. In the experiments, the test signal is transmitted from Port A and received at Port B. The length of the Ethernet frame is 100 bytes, the interframe gap is 12 bytes, and the test period is 30 seconds. Since the 1 bit time of the signal is 8 ns, a total of 4:2 Ã 10 6 frames are transmitted in one test. Therefore, about 10 À6 PER can be evaluated in this test setup. In addition, the period of the pulse disturbance is 1000 ns (1 MHz). Because one frame time is 6,400 ns, one Ethernet frame collides the disturbance 6 times. The collision frequency is important for estimation of PER [5] . Fig. 3(a) shows the relationship between PER and the pulse amplitude for pulse widths of 5 ns and 10 ns. Each of them shows that the more the pulse amplitude increases, the more the PER degrades. In addition, an error is more likely to occur with a pulse width of 10 ns than at 5 ns. The effect of inserting the 300 Ω resistor results in signal voltage of −0.89 V. Therefore, the pulse at which the amplitude exceeds 390 mV is considered to exceed the logical threshold value of the signal. In the experimental results, although the minimum pulse amplitude causing packet error changes due to the pulse width, the error is caused by a disturbance in which the amplitude almost exceeds the threshold value. In the next section, the PER characteristics against the pulse width of the disturbance is examined.
Pulse amplitude and communication quality

Pulse width and communication quality
The relationship between PER and the pulse width of pulse amplitudes of 371 mV, 406 mV, and 446 mV is shown in Fig. 3(b) . In particular, in each experiment using three disturbance voltages, the figure shows that the PER peaks when the pulse width is about 10 ns. Since the 1 bit time of the signal of 100BASE-TX is 8 ns, the communication quality is considered to be affected most when the pulse width of the disturbance is about 1 bit time of the signal.
Conclusion
This investigation of the relationship between communication quality and disturbances revealed the relationship between the threshold level of the signal and the disturbance voltage affecting communication quality. In particular, experiments demonstrated that pulse disturbances with durations of about 1 bit time of the signal affected communication quality the most.
